TRADITIONAL GUARD

lw OFFICER VACANCY ANNOUNCEMENT

AIR NATIONAL GUARD 175" WING
CYBERSPACE OPERATIONS OFFICER (3 Positions)

CLOSING DATE: Open Until Filled
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AREA OF CONSIDERATION: This is a commissioned officer position and is open to
both officer and enlisted members assigned to Maryland Air National Guard and those
individuals who are eligible for membership/commission.

UNIT: Network Warfare Squadron AFSC:017D3 AUTH GRADE: Major

POSITION DESCRIPTION:

Cyber operations officers conduct and directly support cyberspace operations and cyberspace training.
Inherently included are supervisory and staff functions such as mission oversight, command and control,
contingency planning, policy formulation and inspections.

In addition, Cyber Operations Officers coordinate staff activities pertaining to unit personnel and network
warfare, planning, and programming to ensure accomplishment of unit mission. These individuals also ensure
cyberspace operations requirements are met, unique systems are accredited, and mission crews are certified for
secure and reliable operations. They also monitor cyberspace operations activities and evaluate effectiveness of
those activities and functions This position requires the incumbent to obtain and retain Cyber Operator and
Mission Commander certifications.

NOTE: If you do not already hold the Cyberspace Operations (17D) Air Force Specialty Code you will be
required to attend in-residence training at Keesler AFB, MS. Cyberspace Operations training is a two-phase in-
residence course, Phase 1 is 10 weeks and phase 2 is 13 weeks. In some cases, the two phases may not occur
back to back subject to class availability.

PREREQUISITES:

Enlisted Personnel Prerequisites:

e Must be less than 40 years of age at time of commissioning with the following rules applying:
0 No enlisted time — must be no older than 35 at time of commissioning
0 1 year of enlisted time — must be no older than 36 at time of commissioning
0 2to 5 years of enlisted time - must be no older than 37 thru 40 respectively

e Air Force Officer Qualification Test (Minimum 15 Verbal and 10 Quantitative).

e If commissioning; must be available to attend Academy of Military Science (6 weeks)

e Successfully complete Officer Appointment Physical Examination

MANDATORY REQUIREMENTS FOR ENTRY INTO AFESC 017D:

- Applicants must qualify for, or already possess, a TOP SECRET clearance.
- Applicants must qualify for or already possess a current Single Scope Background Investigation (SSBI)
according to AFI 31-501, Personnel Security Program Management is mandatory.



- Applicants must pass or already possess a Counter-Intelligence (CI) Polygraph

-Education Requirements to gain entry to 17D Career Field

-Bachelor of Science undergraduate degree in one of the following disciplines is mandatory; Computer science;
cyberspace security; electrical, computer or systems engineering; physics; mathematics; information systems; or
information security/assurance. Graduate academic degrees in the above disciplines will also be considered.

- Officers not meeting above academic degree requirements shall have a minimum of 24 credit hours (200-level
equivalent or higher) of science courses, to include but not limited to, courses in telecommunications, computer
science, mathematics, engineering, and physics.

-A 4-year degree (any specialty) is required for commissioning in the MDANG.

APPLICATION PROCEDURES:

Non-Commissioned applicants will prepare and forward:

e Cover Letter and Resume

e RIP or vMPF print out

e AFOQT Scores (Minimum 15 Verbal and 10 Quantitative)

e Copies of College Transcripts

e DD Form 214-Record of Separation/Discharge from the US Armed Forces (if applicable)

e Copies of most recent fitness scores

e MDANG Enlisted — For a General Commissioning Application please email: aaron.hill@ang.af.mil and
lorie.addison@ang.af.mil

Commissioned Officers- Submit a Cover Letter and Resume, RIP or vMPF print out, and OPRs/Fitness
Reports.

Mail complete and sealed applications to the below address:
175 FSS/CSS

ATTN: (Position applied for)

2701 Eastern Boulevard

Baltimore, MD 21220-2899

Please ensure the package has a return address with Name/Rank/Unit and Address

* No Email Submissions will be accepted
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