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eOPF Quick Reference
For Employees

Online eOPF Self-service Feature for Login ID and
Password Retrieval for New Users

eOPF provides web-based access for Federal personnel to view and print employment
documents. Employees are able to view their own documents through the eOPF application
at . eOPF includes security measures that ensure the integrity
of the system and protection of employee documents.

Your eOPF benefits include:

¢ Immediate access to your documents
e Ability to view or print your documents
e Enhanced accuracy, portability, and security of your documents

e Increased accountability through an audit trail that tracks who accesses your
documents and the reason why

o Faster and more efficient records transfer between Federal agencies
e Timely and accurate data retrieval for retirement claims processing

Obtain Your eOPF ID and Password, and then Logon to your Account

Accessing eOPF is simple and convenient. To access your eOPF, you need an eOPF ID and
password, which may be retrieved using the eOPF self-service feature. This Quick
Reference document consists of three sections.

Part 1: Obtain Your eOPF ID
Part 2: Create an eOPF Password

Part 3: First Time eOPF Logon
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Part 1: Obtain Your eOPF ID

Step Action Screen Shot
Access your specific agency
eOPF URL at:
<Enter Agency eOPF URL>
This is an oﬂ"tcial_ United States Government computer system, which may bzfact_:essed and used only for ofﬁc_l'al
Read the eOPF User &g‘l’:t?r:gfc g:filgaefscﬁxl 'a::;?:rzzﬁ nzie;issc;:\;:‘\:g\cahgg:?nzed access or use of this computer system may subject
Ag reement page . All information en this computer system may be intercepted, recorded, read, copied, and disclosed by and to authorized
personnel for official purposes, including criminal investigation. Access or use of this computer system by any person
CI|Ck the AC Cept button whether authorized or unauthorized, constitutes consent to these terms.
1 ’ Signing into this application indicates you have read and accepted the Full Terms and Conditions of Use, and you consent
to secure testing and monitering.
Signing into this application indicates you have read and accepted the Privacy Policy, and you consent to secure testing
and monitoring.
Signing into this application indicates you have read and accepted the Rules O Behavior, and you consent to secure
testing and menitoring.
Agency Name
eOPF Helpdesk - 00208
eopf_hd@telesishg.com | (866) 275-8518§)
From the eOPF Logon page,
click the Request Your eOPF
ID link.
|
]
2 SUBMIT | CLEAR
From the Request Your eOPF
ID screen, enter the
. Fest ltrs o your g e e o e e e
e  First 4 letters of your last feke.
name
3 e Date of birth (mm/dd/yyyy)
=
Click the Submit button.
If your last nam is less than 4 characters, please enfer
your full last name.
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Step

Action

The Request Your eOPF ID
page displays stating that your
request has been submitted for
processing.

Click the Click here to return
to logon page link.

Screen Shot
Request Your eOPF ID

Your eOPF ID request has been processed and an email will be sent to you with your eOPF Login ID within the next 60 minutes.
Please make sure you check your spam or junk email folder if you do not see the email within 60 minutes. If you did not receive
an emall, please contact the helpdesk at stephen.carr@opm.gov for assistance. Please use "Missing eOPF ID eMail" in the
subject and include your Agency, Full Name, your email address, and phone number in the body of the request. For many mail
systems, if you dlick here, it will start an email for you.

DO NOT INCLUDE YOUR SSN IN ANY CORRESPONDENCE WITH THE HELPDESK.

Your eOPF ID will be emailed to
the email address of record in
eOPF.

Please contact the eOPF Help
Desk if you do not receive an
email with your eOPF ID.

This email Ls bo sobily you that a pequest for your oOFF ID has bewn made.

S0FF 100 AFRLIMS [exaaple) I

If you did sot isieiste this cegueat, plosss costact the belpdesk at BE4-2T5-A518 oz
wopl _bdirelesishg. com for asaistance.

The 20FF syaten Ls isplesssted is acssrdanse with she Privasy Aet of 1974, § 0 8.0, & 553a wa

tien [rom unsutBorined use. Bovewer, as hard as we Ly, somsiimes Lnformatica is
aTroneously red, In aveni an eaployes who accesses his'her perscanel fi Lscowers asotber
perscadls Lnfarna ir folder, befahe 14 issediakely costact the oOFF Belp Desk (dial BEd-
175=#510 or enail Lesiahg, com) Feqa Lhe GEEOE B0 WAL COFECLIve BEASUESd CAB Do LARen
Any smployes wha kn ¥ and ily disclosss personsl informatics per
individusls, ! anor, o A3y pereon of sgescy not ontitled to recedve it
a nisdessasor acd fised.

5§ 0 sthar
may be found guilty of

Agereyi MINCY]
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Part 2: Create an eOPF Password

Step

Action

From the eOPF Logon page,
click the Request a New
Password link.

Screen Shot

On the Request a New
Password page, enter your:

e eOPFID

e Last 5 digits of your SSN

o First 4 letters of your last
name

Click the Submit button.

R a New F

Purpose: This feature allows you to request your new Password. Please enter information in the following fields.

P
e0PF 1D:

Last 5 digits of your SSN: { I
67890)
First 4 letters of your last name:

Cancel

The Request a New
Password page displays
indicating your request has
been submitted for processing.

Click the Click here to return
to logon page link.

Note: If your information fails to
be verified, you receive a
message stating that your
information does not match the
information in the eOPF system
and you should contact the
eOPF Help Desk.

Request a New Password

Your password request has been processed and an email will be sent to you with a temporary token and instructions to reset
your password. Please make sure you check your spam or junk email folder. If you did not receive an email, please contact the
helpdesk at stephen.carr@opm.gov for assistance.

DO NOT INCLUDE YOUR SSN IN ANY CORRESPONDENCE WITH THE HELPDESK.

[S.:H:Lh.ene.m_:emm.m_lmnn_nme.]
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Step Action

An email is sent with a
password reset link, a reset
token, and instructions to the
email address of record in
eOPF. The token is valid for 15
minutes.

Click the URL link.

Please contact the eOPF Help
Desk if you do not receive an
email with your password reset
link, etc.

Screen Shot

This email fs to notify you that a request to change your oOPF password has been made.

Ploase click on the link below. You will be asked to provide your username and the 12 digit token below.
Flease note that token expires within 15 minutes of sending this emaily

[

URL: hitps://eopl.nbo.gov/agency/ChangePagsswordRequost aepx (exanple)
Token: 12AZ3F583ASD43 (example)

If you did not initfate this change, please contact the heolpdesk at 866-275-8518 or copf_hd¥telesishq.com for
assistance.

The eOPF systes is implesented in sccordance with the Peivacy Ast of 1974, 5 U.2.C. 4 552a te safeguard informatien
from unauthorized use. However, as hard as we try, sometimes information is erronccusly stored. In the event an
employee who accesses his/her personnel file discovers amother persondbs information in their folder, hefshe should
immediately contact the eOPF Melp Desk (dial B66-275-B518 or email eopf_hditelesishq.com) regarding the error so that
corrective measures can be taken. Any employee who knowingly and willfully discloses personal information pertaining
to other individuals, in any manner, to any porson or agency not entitled to receive it, may be found guilty of a
misdemeanor and fined.

Agency: MGENCY]

The link opens the Reset Your
Password screen. Type in
your eOPF ID.

Copy the Token password from
the email and paste it into the
Token field.

Reset your password

Please enter your cOPF 10 and Token to Reset your passwonl,
Note: The token will expire within 15 minutes of requesting your password.

gl |

your agency’s security
guidelines in the New
Password field, then again in
6 the ReType Password field.

Click the Reset Password
button, which will bring you
back to the eOPF Logon page.

You are ready to log in to
eOPF! Continue with Part 3.

Click the Submit button. o= ) Cancl
The Please reset your

password page displays. Please reset your password
Enter a paSSWOrd that meets Purpose: Please enter & new password below and click on “Reset Pas:

pasiwodd, you will be rediectad 1o the Logon page. Use your fewly

Note: Password must confain at least one upper-case letier, one lower-case letter, one number and one
special character and must be at least 12 characters in length.

Hew Password
ReType Password ;

Resat Password Cancal
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Part 3: First Time eOPF Logon

Step Action

Enter your eOPF ID and
password on the eOPF
Logon page.

Click the Submit button.

Screen Shot

1 st -_r.u._.p.l_u__
The Select and answer Select and answer your security questions
your security questions :
screen displays. Select S g 10 St Y o o ot ot e St o e e Tt s e o301
questions from the drop- -
down menu, then answer gy
the questions in the blank [ Check here, if you are using assisth
fields on the right. Security
. Personal Questions
guestion answers are not e e o e e rpe peontl
Validated for format or Personal Question 11 [in what city did you mest your spouse'significant other? ~ [Houston ]
2 . Parsonal Quastion 2: | What 15 the maae name of your cides chid? ] [anges |
correctness (i.e. state, Parmmet Qb ¥ (Wt was yoe i oy gromieg oo A= |
numbers, or dates).
Maximum length for an Ipdesk Verif
. Please select and answer three unique helpdesk d belaw.
answer is 35 characters. APl GUARAHa 1] {Whata the cobor of you st car? [seperier i
) ipdesk Question 2: [in what city o town 0 your mother and father maet? w][1-1-1088 ]
To start over, click the Question: [Wret s you sream car? At ]
Reset button. Note: the aboy sired to proceed into €0PF. Clicking Cancel will exdt you out of the application.

Submit  Reset  Cancel
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Action Screen Shot

You also have the ability to Select and answer your security questions
create custom questions for

R Purpose: The follovwang saourty questions will be used to venfy your identity if you fangat your password o 0PF 1D, You can madify the
Personal Ques“ons, Tﬂ&ﬁﬁ_;rglg_’;?:—’ after you login, You can create your custom questions and provide answers. The custom questions are addad to the
however, custom questions
cannot be created for

Helpdesk Questions. T Conce o o e o e S M)
Click the drOp-dOWn menu Personal Questions

. Please selact and answer lhm umc:ue uml Quuhm from the Iulprw-d.ed below.
and select Write your e :
question. A blank Specify Personal Question 2; [11hat s s maste nare of your ]
your Question field is °"‘°’:““"‘"’°”-' : v:: |

- Specify your Question: | VWhat s my favonte taseout focd?
3 added, allowing you to type
your custom question. Veatma
Click Add. muummwam«:hmmunelpdmamm;fmu-.mmmm_
Helpdesk Question 1: [ ar ] [Sepsember

Once a custom question is :ﬂ':::":“'; =
created, it will always be '
|iSted in the drOp-dOWn Note: Answers to the above questions are required to proceed into &0PF. Clicking Cancel will exit you out of the application,

menu. Maximum length for Subend | Resed | Cancel
a question is 100
characters. There is no
limit to the number of
custom questions you may
create.

A confirmation message Selact and answer your security questions
states, “Your question is
added to the Personal
questions list.”

Select the drop-down menu i
arrow again and choose i wis yeus ¢
your newly created TSR]

question. Type your answer Parsonil Question 1:

4 |'in the blank field to the Parsensl Quesion 2 :
r|ght Prronal Gueslion rl.l.m-‘:-]:m

Helpilesh Verilication Qusstions
Plesnn nabncd snd anvese thres snbqus helpdosk quations e B lid pmnam balrer.

Helpdedh Question 11 | VWhal sas o w=d ph e -
Helpded Question ; d ph L ¥
Halptetk Guestlen ¥ [VWhat maa poor chedhacd phons rumiber mokdng sma coda w

NOUE: Arrwers 10 [ alown quistions Aer ronnd 16 [rooend o e0PF, Cheling Cand will mt you out of e appiaalion

Sutemi Hewer Cancel
To save, click the Submit B RSN e 5 T SCNOY S Yoo I A || Septmmber
bUttOI’] b’elOW the queStlonS Helpdesk Question 2: n Wit cify e town did yeur maothes and father mesr? v 1-1-1005
’ Helpdesk Question 3: [What s youT dream car? v :C:-.—e:‘.t
5 Mobe: Answers to the above quastions ars required to proceed into «0PF, Oidking Canced will &t you out of the

i s
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Action Screen Shot

The Rules of Behavior
page d ISp | ays. R ead the FOR ENTERPRISE HUMAN RESOURCES INTEGRATION'S ¢HR SYSTEM

ru |eS an d C | |Ck th e AC C ept The EHRI project office is responsible for ensuring an adequate level of protection and security is afforded 1o the ¢HR system. The requisite level of protection and
secursty is accomplished through an appropriate max of techaical, administrative, and managerial controls inclading wrinen guidance. Because wninten guidance
butto n cannot cover every commgency, the following Rules of Behavior are provided to further stpulate the responsibility of the users of the eHR System

All persons must understand that these Rules of Behavior ase based on Federal laws and regulation and, as such, there are consequences for violation of these rules.
Depending on the severity wolarion, as the discretion of management and with due process of law, consequences can include: reprimand, removal of access
pravileges; suspension, demotion, of termination from work; and criminal and crvil penalises.

Rules of Behavior
I understand that, when using the «HR System, I am personally accountable for my actions and that [ mst
sce with the Privacy Act of 1974,

ation from disclosure to unsutharized individuals or groups
oaly in dance with the perfe

¢ pomnt-of-contact must pr
2 of sensitive inform:

ollecied, provided, and used;

n or compromising (copy, distribute, manipulate, eic ) software of this system
approved configuration control procedures;
1. Use government equipment in sccordance with my site’s/Agency’s policies and proceduses;

I that all condit and miposed upon me by these rules apply during the time [ am pranted access to this system regardless of location.

1 understand that the EHRI project
these Rules of Behavior

The screen refreshes and
takes you to the eOPF Welcome to the eOPF System
Welcome page. That's it! Dl

My 40P

You are in eOPF. iy P

From this page, you can
navigate eOPF with the
7 | buttons on the left. o ase..

User Info:
Ermail; Stevers Rongays com
[Emergency Data Izt updsted on:1/ 172000

From the eOPF Welcome Screen, you can:

e View your entire eOPF by clicking the My eOPF tab.

e Search for specific documents within your eOPF by clicking on the Search eOPF
tab.

e Change your eOPF preferences by clicking on the My Profile tab.

Need Assistance?

For technical assistance, select the Help link from the upper-right corner of any eOPF
screen, or contact the eOPF Help Desk:

Email: eopf_hd@telesishg.com
Phone: 1-866-275-8518
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